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IBM X-Force IRIS At-A-Glance

You’ve been attacked. We help you get back to business quickly.
IRIS brings together executive training, threat intelligence, high touch

incident response, & remediation to minimize the impact of cyberattacks:

24X7 breach hotline: US: 1-888-241-9812 Global: (+001) 312-212-8034
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X-Force IRIS Vision Retainer Service

Security experts at your side to prepare for and respond
to security incidents

Annual incident response subscription service that includes:

— 24x7 Global Incident Response phone access to our elite
team of IR consultants

— 24-48 hour boots on the ground emergency incident support

— 3 Tiers of service available to meet your needs

— Flexibility to choose from a menu of IR & Intel proactive services:

» IR Program Assessment

« IR Playbooks

« Immersive Tabletop Exercises
« Threat Hunting

« Strategic Threat Assessment & more!

Managed Detection and Response (MDR)

Threat prevention, detection, & response to help rapidly secure
the new enterprise perimeter

— 24x7 monitoring, investigation & response to alerts from
EDR & AV technology + proactive threat hunting

- Help prevent threats from running on your endpoints
via active blocking and policy management

- Detect and investigate via high fidelity alerting with
integrated intel & 24x7 investigations

- Proactive threat hunting to find dormant malware
& threat actors leveraging TTP based hunt library

« Accelerated response using automated & human-
initiated actions to stop threats

X-Force IRIS Threat Intelligence Solutions

Global intelligence experts, analysis & platform to streamline
your threat intel program

— Enterprise Intelligence Management

- Simplify threat intelligence from IBM & other sources
to deliver it where you need it in your security tools

- Automate the exchange of threat intelligence
in your organization

— Premier Threat Intelligence
« Real-time IBM security operations, investigations & research

« Analysis of threat groups, malware, industries, & insights

IBM Security Command Center

Experience a simulated breach, find gaps in your plan,
& build smarter, more proactive teams

— State-of-the-art facilities where IBM experts create an
immersive & custom security scenario

— Realistic, cyber breach experience in a state-of-the-art,
luxury semi-truck

— Strategize with advisors in one of our global Executive
Briefings Centers

— Host IBM Security Command Centers experts in
a bespoke experience at a client site
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